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Az oktatás célja angolul / Aim of the subject: 

 

Knowledge 

 

• They have comprehensive and up-to-date knowledge and understanding of the 

general theories, contexts, facts, and the related concepts of IT, particularly – depending 

on their chosen specialization – in the areas of program design, synthesis and 

verification, logical programming, programming languages, computing models, 

computer architectures, operating systems, computer networks, distributed systems, 

database management systems, information theory, code theory, and cryptography.  

• They have comprehensive and up-to-date knowledge of the principles, methods, 

and procedures for designing, developing, operating, and controlling IT processes, 

particularly – depending on their chosen specialization – in the areas of program design 

methods; design, construction and management of complex software systems and 

databases in modern database management systems; service-oriented program design; 

the design, construction and management of information systems; the design and 

development of tools and services for the internet; the design, development and 

management of database systems; the design, construction and management of 

distributed systems, cryptography, data security and data protection. 
 

Abilities 

 

• They are able to apply their mathematical, computer science and informatics 

skills in a novel way in order to solve tasks in IT research and development. 

• They are able to formalize complex IT tasks, to identify and study their 

theoretical and practical background and then to solve them. 

• They are able to perform design, development, operation, and management tasks 

when operating complex software systems, database management systems, corporate 

information systems, decision support systems, and expert systems. 



• Under professional guidance, they are able to carry out scientific research on 

their own, and to prepare for further studies at postgraduate level. 
 

Attitude: 

 

• They follow professional and technological developments in their IT field. 

• They are committed to critical feedback and evaluation based on self-

examination. 

• They are committed to lifelong learning, and are open to acquiring new IT 

competencies. 

• They accept and make their co-workers apply the ethical principles of work and 

organizational culture as well as those of IT scientific research. 

• They share their knowledge and consider it important to disseminate 

professional IT results. 

• They consider it important to propagate and realise environmentally conscious 

behaviour and social responsibility, and they promote them with the help of information 

technology. 

• They are committed to having quality requirements met and to analysing them 

with IT tools. 

• They are open to proactive collaboration with IT and other professionals.  

 
Autonomy, responsibility: 

 

• They take responsibility for their professional decisions made in their IT-related 

activities. 

• They undertake to meet deadlines and to have deadlines met. 

• They bear responsibility for their own work as well as for the work of their 

colleagues they work together with in a project. 

• Regarding mission critical IT systems, they can be entrusted with developing 

and operational responsibilities that are in accordance with their professional 

competencies. 

 

Az oktatás tartalma angolul / Major topics: 

 

Network Security 

• Firewalls, IDS (signature-, anomaly-based) 

• IPsec (IKE)  



• Malware  

• Protocol Attacks (ARP, DNS, Routing, ICMP)  

• Non-IP Network Security (SS7, layer 2)  

• Mobile Networks and WLAN  

System security  

• Side channel attacks (timing, cache, power) and countermeasures  

• IoT security: hardware resistance, resource constraints, attacks  

• Secure architecture: application-level security, formal verification, sandboxing, 

isolation, virtualization, docker  

The above concepts will be presented in Lecture class. In the practice class, assignments will  

guide the students to deepen their knowledge and internalize the learnt concepts.  

 

 

A számonkérés és értékelés rendszere angolul / Requirements and evaluation:  

 

 

Exam. 

 

Irodalom / Literature:  

 

• Niels Ferguson, Bruce Schneier, Tadayashi Kohno: Cryptography Engineering: Design 

Principles and Practical Applications. Wiley Publishing, 2010. ISBN: 0470474246 

• Gary McGraw: Software Security Library (Building Secure Software: How to Avoid 

Security Problems the Right Way, Exploiting Software: How to Break Code, Software 

Security: Building Security In), Addison-Wesley, 2006, ISBN: 0321418700  

• William Stallings: Network Security - Principles and Practice, Pearson, 2013, ISBN: 

0133354695 

Various further parts from the literature. 


